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Abstract.  This paper summarizes recent accomplishments in defining performance metrics for integration of offensive and defensive military forces.  The objective of this ongoing effort is to develop a hierarchy of performance metrics to quantify the military utility of combining offensive and defensive missions.  The focus is the potential benefit of integrating the U.S. Triad, which consists of Intercontinental Ballistic Missiles, Submarine Launched Ballistic Missiles and Strategic Bombers, with the emerging National Missile Defense system.


Progress to date includes formulation of a fundamental performance metric – the Ratio of Damage Expectancies - for quantifying the military utility of integrated offense and defense.  The advantages of this metric are that it is familiar to strategic offense analysts, simply related to metrics such as “leakage” used in strategic defense, intuitively understood, and easily tailored to tactical missions.  Most recently, a decision tool kit, which incorporates this metric as an objective function for planning integrated offensive and defensive missions, was demonstrated. The knowledge that we have acquired from our studies suggests that the Ratio of Damage Expectancies may be a useful intermediate metric in a hierarchically structured set of performance metrics for analyzing the potential benefit of integrating offensive and defensive missions.
Introduction. The strategic and tactical environment within the U.S. Department of Defense is changing.  The advent of National Missile Defense (NMD) signals a shift from an “offense only” policy for deterrence to a weapons arsenal containing strategic offensive and defensive systems.  How will these offensive and defensive systems be employed?  What is the military utility of coordinating their use?  The answers are unknown. Wide-ranging mission planning and execution challenges for strategic and theater commanders are apparent.  The need is therefore to identify, and quantify to the extent possible, the military utility associated with integrating strategic and tactical offensive and defensive systems in future command and control centers.


The objective was to investigate the implications of offense/defense integration (ODI) on the command and control of the battlefield.  A spectrum of operations concepts was defined.  A performance metric, the Ratio of Damage Expectancies (rDE) was formulated and implemented as an objective function for battle planning.   Simulations of future command and control systems for integrated offense and defense were developed and executed.  Simulated results indicated the potential utility of the rDE performance metric.  Future work will concentrate on hierarchically expanding the metric to compute force multipliers for rogue nation scenarios and the probability of integrated mission success for multi-mission integration.  The rDE performance metric appears tailorable to tactical missions and new mission areas such as computer network warfare.

Approach.  Our top-down methodology was performance-centered.  Performance metrics required for ODI were derived from Strategic Deterrent Forces (SDF); i.e., U.S. Triad  and National Missile Defense (NMD) mission areas.  The methodology began with an understanding of the mission domain, the concept of operations, and mission-related requirements. We leveraged the Joint Operations Planning and Execution System (JOPES) to provide a common foundation (Figure 1) for analyzing military processes.  Performance metrics are particularly relevant to the Execution Planning phase of JOPES because they provide objective functions for rating detailed plans.   Requirements were levied on candidate performance metrics: familiar to military analysts, intuitive and easy to understand, computable from readily available information on targets, weapons, and constraints, and tailorable to other mission areas.
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Figure 1.  The JOPES Process

A flow diagram of the approach (Figure 2) indicates that a description of the mission context formed the basis for a use case, which defined mission objectives, threat, assets, and constraints.  Broad Courses of Action (COAs) then provided a foundation for a detailed scenario composed of an event timeline along with required activities and operator decisions.  Based on the detailed scenario, performance metrics were postulated from a review of current measures of effectiveness (MOEs), commonality among missions, and applicability to the scenario.  Feedback was solicited to refine the process.  A companion paper
 describes how the finding the optimal COA using the rDE metric was automated.
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Figure 2. Approach to Deriving Performance Metrics

Derivation of rDE.  Performance metrics provide a natural way of computing the relative worth of candidate plans.  Based on training in strategic planning that we received at the U.S. Strategic Command (USSTRATCOM), it was evident that the dominant planning metric for strategic deterrent forces such as intercontinental ballistic missiles (ICBMs) is Damage Expectancy (DE).  This performance metric for U.S. offensive forces is a probability of inflicting damage.  Although the factors comprising it vary among the various analysis groups, a typical representation is that damage expectancy has three conditional probability factors: probability of pre-launch survivability, probability of arrival and probability of damage.  Sophisticated physics codes are used to compute these factors – we are planning to execute these simulations in the coming year to validate our early estimates.

On the other hand, a key NMD performance metric is leakage (L).  In defending the U.S. against a limited missile threat from a rogue nation, leakage is the number or percentage of threat missiles that impact in a defended area.  The insight that produced a connection between offense and defense was that pre-launch survivability of U.S. forces is a function of leakage; i.e., if they are not intercepted, incoming missiles targeted at U.S. strategic weapons will reduced their pre-launch survivability.  Further, U.S. pre-emptive strikes on rogue nation missile facilities may reduce enemy pre-launch survivability.  Therefore, it is reasonable to postulate a linkage between offensive Damage Expectancy and defensive Leakage.


The linkage between offensive and defensive performance objectives was formulated based on an offensive “Blue-on-Red” damage expectancy (DE b-r) and a defensive “Red-on-Blue” damage expectancy (DE r-b).  Throughout this discussion, “Red” refers to enemy, “Blue” connotes friendly.  The goal of offense is to maximize DE b-r while the goal of defense is to minimize DE r-b.  Since offense and defense have interdependencies, such as the effects of leakage and pre-emptive strike as mentioned above, a useful goal of ODI is achieve to a desired ratio of damage expectancies (Figure 3).  Since rDE increases without bound, it is not reasonable to maximize rDE.  This strategy would lead to infinite cost and complexity!
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Figure 3. Ratio of Damage Expectancies

To show the expected behavior of rDE as a function of leakage, assume that rogue missiles are targeting U.S. strategic weapons.  In such a scenario, DE b-r is directly proportional to pre-launch survivability, which is proportional to threat missiles intercepted ( 1 – L ) 



DE b-r  ( ( 1 – L )

Given that defensive forces are targeting incoming rogue missiles, the enemy perspective is that DE r-b, which is directly proportional to the probability of arrival of the rogue missiles, is therefore proportional to leakage, which is the percentage of missiles arriving



DE r-b  ( L

The ratio of damage expectancies for this simple example is given as



rDE = (  ( 1 – L ) / L  

Behavior of this family of curves (Figure 4) is given for various values of a “lumped” efficiency parameter (e).  For small values of leakage, rDE increases to infinity.  An rDE of unity may connote parity: friendly and enemy forces perceive the same damage expectancy based on what their respective weapons are targeting.  This simple illustration is geared to explaining potential synergy between offensive and defensive forces; clearly, significant analysis using sophisticated simulation of the scenario is required to obtain a reasonable understanding and validate these hypotheses.
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Figure 4. Ratio of Damage Expectancy versus Leakage

  
Combination Rule.  The phrase “based on what their respective weapons are targeting” led to a significant algorithmic effort to define and update the basis for damage expectancies; i.e., the targeted assets for Red and Blue.  Probabilities are necessarily computed based on an underlying population; e.g., the probability of drawing a certain number depends on the characteristics of the sample (sample size, how many times that number occurs) from which it is drawn.  For ODI, it was straightforward to identify Red and Blue objects involved in a single action; e.g., North Korean Taepo Dong launched toward West Coast submarine port.  However, combining an interleaved set on offensive and defensive Blue actions with offensive (and possibly defensive) Red actions was more challenging.  


Detailed planning was based on attaining a specified rDE.  Offensive and defensive response options (ROs) were defined (Figure 5).  The parameters that defined a response option were: name, weapon munitions (conventional or nuclear), arena (strategic of theater), type and timing of action (preempt, defend, destroy, deny, retaliate), six probability factors, and a default rDE. 

The conditional probability factors were estimated based on the following rationale:

· S b-r: independent on arena and munitions, highly dependent on timing; e.g., S b-r = 1 for preempt, S b-r = .5 for retaliate

· A b-r: very high (.9) overall, less high (.8) for long-range trajectories (strategic) during (destroy) and after (retaliate) first wave

· D b-r: poor for long range conventional (.3) and deny (.4, .5), otherwise good to very good (.7 - .9)

· S r-b: no influence (1.0) on defend and retaliate. Low (.1) for nuclear preempt (.1, .2). Variable otherwise.

· A r-b: Unlikely (.1) for defend options, otherwise arrival is very likely (.9)

· D r-b : Moderate damage (.7), except for tactical defend (failed attempt) allowing much damage (.9)

These rules-of-thumb have been incrementally refined using a data mining technique (rule induction tree) from a freeware package.  This technique allowed the heuristics to be revised for consistency and completeness.


[image: image5.wmf]•

 Purpose: show estimate of worth of various ODI actions

                                                                         

Action

       

  

  SVbr    ARbr    DMbr    SVrb    ARrb 

 

  DMrb             rDE    

Strategic Defend (C)    

        

 .8         .9           .7           1           .1         .7                  7.2

Tactical Defend (C)   

          

 .8        .9           .8           1           .1         .9               

 

   6.4  

Strategic Preempt (N)           1         .9           .8          .2      

 

    .9         .7                  5.7

Tactical Preempt (N)            1         .9           .9          .1           .9         .7                 12.9  

Strategic Preempt (C)           1         .9           .3          .5           .9         .7                   0.9 

Tactical Preempt (C)            1         .9            .7         .4           .9          .7                  2.5 

Strategic Destroy (N)           .6        .8            .7         .4            .9         .7                  1.4

Tactical Destroy (N)            .6        .9            .8         .2            .9         .7                  3.3   

Strategic Destroy (C)           .6        .8            .7         .8            .9         .7                  0.7           

Tactical Destroy (C)          

 

  .6       .9         

 

  .8    

 

     .6            .9         .7                  1.1

Strategic Retaliate (N)         .5        .8            .9           1            .9         .7                  0.6

Tactical Retaliate (N)          .5         .9           .7           1            .9          .7                  0.5  

Strategic Deny (C)               .9        .9         

 

  .4          .6           .9           .7                 0.7         

Tactical Deny (C)                .9        .9            .5          .4           .9           .7                 1.6  

a =

 SVbr

 = Pre-launch survivability (Blue on Red)

b =

 ARbr

 = Probability of Arrival (Blue on Red)

c =

 DMbr

 = Probability of Damage (Blue on Red)

d =

 SVrb

 = Pre-launch survivability (Red on Blue)

e =

 ARrb

 = Probability of Arrival (Red on Blue)

f =

 DMrb

 = Probability of Damage (Red on Blue)

(N) = nuclear , (C) = conventional

rDE 

= (a 

¨

 b 

¨

 c )/ (d 

¨

 e 

¨

 f)

Single Response Option 

rDE


Figure 5.  Response Options


Targets were also defined (Figure 6). The parameters that defined a target were: name, locale, location coordinates, type (airbase, submarine port, chemical facility, missile base, etc.), value or importance, hardness, and mobility.  Response Option / Target pairs were defined as actions.  A Course of Action (COA) was defined as a collection of actions and has an overall rDE that is computed based on the combination rule with rDE perturbed by few simple rules based on target parameters,.  
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Figure 6.  Target Definitions

· 
The combination rule (Figure 7) provided a prescription for combining the six probability factors that are used to calculate rDE. 
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Figure 7.  Combination Rule


As an example (Figure 8) of synergy that integrated offense and defense can produce, consider two actions against a rogue nation missile base.  A Strategic Defense action, taken alone, produces an rDE of 7.2 while a tactical nuclear preemptive action, taken alone, produces an rDE of 12.9.  However, if these are combined, the probability of Red pre-launch survival is low (.1) due to the preemptive action, while the probability of Red missile arrival is also low (.1) due to the defensive action.  The result is a combined rDE of 72. The “force multiplier”, defined as the ratio of these results with and without integration is 3.6!
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Figure 8. Example of ODI as a Force Multiplier

Summary. To date, we have postulated rDE factors for 14 response options.  We’ve used a data-mining algorithm (rule induction tree) to refine these for consistency and completeness.  Target parameters have also been defined based on unclassified data obtained from the Internet.  A few rules have been implemented to perturb the rDEs for various target classes.  A combination rule integrates actions to produce COAs based on quantitative performance metric called the ratio of damage expectancies.

Conclusions.  The rDE performance metric has desirable attributes:

· familiar to analysts who have worked with the Damage Expectancy and Leakage metrics,

· intuitively suggests maximizing damage to threats while minimizing damage to defended areas

· tailorable to tactical and information operations missions

· provides an explicit objective function for plan optimization (we used a genetic algorithm) 

Future Work.  The next step is to postulate a realistic rogue threat scenario and use physics-based simulations to compute more realistic rDE factors.  We also need to expand the rDE metric to a hierarchy of metrics (Figure 9), and compute performance metrics such as force multiplier, probability of integrated mission success, and others that have not yet been postulated.   
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Figure 9.  Candidate Hierarchy of Performance Metrics
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